Multicast

» Vyzva: zpusob zasilani stejnych zprav
skupiné koncovych stanic
» Revize vSech zakladnich aspektu
— smeérovani
— autonomni systémy
— adresace
— reakce na zahlceni
— kvalita dorucCeni (spolehlivost, usporadanost, ...)
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Multicast - motivace

» Data pro vice ,,odbératelu*
— vSesmerove vysilani (broadcast)
— vzdalena spoluprace (telecollaboration)

— update programoveho vybaveni a dat (antiviry)
* Dotaz ,,neznamému (vyhledavani)

— peer-to-peer sdileni soubort (gnutella, napster)

— hledani zdroju

— distribuované databaze



Mutlicast - principy

« Kazdym spojem data prochazi nejvyse
jednou
* Vlastnost sité (nelze zajistit end-to-end)

— duplikace dat na prvcich sité (,,uvniti* sit¢)

* Doruceni
— nezarucene, (best effort, UDP)

— skupinova adresa

* TTL kontroluje rozsah Siteni (polomér)



Multicast - komunikujici strany

* Vysilajici

— kazdy muze vysilat (znalost skupinové adresy)

— proménny pocet vysilajicich

» staCi posilat paketu na skupinovou adresu

— muze, ale nemusi byt ¢lenem skupiny
 Pfijimajici

— zadny, jeden, vice

— kdokoliv se muze piidat ¢1 muze opustit skupinu

— muze patiit do vice skupin



IP multicast - vlastnosti

Nelze jej uctovat

Nelze zjistit prjimajici

Snadny terC utoku Denial of Servcie (DoS)
Slozita dynamicka alokace adres

Problematicka rozsSiiitelnost



[P multicast - jednoduchy model

* Sdilena media (podporuji broadcast)

« Aplikace se ,,piihlasi* ke skupiné

» Uzel zacne prijimat vSechny pakety
vysilané na pouzitou skupinovou adresu

* Vysilajici posila pakety na skupinovou
adresu



Sprava skupinove komunikace

» komunikujici skupina
— staticka || dynamicka
— uzce lokalizovana || Siroce rozprostrend
— pocet clenii: jednotky -> desetitisice
 protokoly

— IGMP (Internet Group Management Protocol,
RFC 1112)

e adresace
— adresa tridy D: 224.0.0.0 -> 239.255.255.255



Sprava skupinove komunikace

vSichni ¢lenove komunikujici skupiny
komunikuji se stejnou adresou

piijeti Clena do skupiny

opusténi skupiny

sprava skupiny béhem existence



Protokoly pro
multicastove smerovani

 stromova struktura multicastove skupiny
— dynamicka skupiny => dynamicka struktura
 dva zakladni pristupy

— Source Based Tree
— Shared Tree (Core Based Tree)



Source Based Tree

Aktivita shora - zakladajici uvédomuje
zajemce

Periodicky broadcast

Orezavani vetvi, kde nejsou zadni Clenove
Omezeni Sifky - TTL

Vhodny pro tzce lokalizované skupiny
Nevyhoda: rezie, zaplava broadcasty



Shared Tree (Core Based Tree)

Ustaveno jadro (core) - body setkani
(meeting points)

Z3ajemce o Clenstvi ve skupin¢ kontaktuje
nejblizsi MP

Aktivita zdola - od prijemce

Redukce broadcastu => lepsi Skalovatelnost

Nevyhoda: problém zavislosti na
dostupnosti jadra



Shared Tree (Core Based Tree)

Ustaveno jadro (core) - body setkani
(meeting points)

Z3ajemce o Clenstvi ve skupin¢ kontaktuje
nejblizsi MP

Aktivita zdola - od prijemce

Redukce broadcastu => lepsi Skalovatelnost

Nevyhoda: problém zavislosti na
dostupnosti jadra



Konkretni smerovaci protokoly

DVMRP (Distance Vector Multicast Routing Protocol)
— Source Based Tree
— obdoba RIP

MOSPF (Muticast Open Shortest Path First)
— Source Based Tree
— obdoba OSPF
— volba usttedniho routeru pro skupinu

CBT (Core Based Tree)

— Shared Tree

— protokolové nezavisly (vyuziva stavajici smérovaci informace)
PIM (Protocol Independent Multicast)

— optimalizace smérovani pro ruzne typy skupin

— PIM-SM (Sparse Mode) (Shared Tree)

— PIM-DM (Dense Mode) (Source Based Tree)



Multicast bez podpory sité

e Virtualni sité
— multicast na urovni aplikaci, tunelovani
— smérovani se muze prizplusobit aktualni zatézi

— omezeni kapacity tunela
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Tunely

 Pfipojeni uCastnikil za smérovaci bez
podpory multicastu
[P multicast paket enkapsulovan do

unicastoveho IP paketu, transportovan ke
sv¢ destinaci a dekapsulovan

e mrouter (mrouted)
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Spolehlivy multicast

contradictio 1n adjecto

problém datovych sluzeb
potvrzovani zprav (ACK, NACK)

— ACK explosion, baby crying
zalohovani provozu na smérovacich

problémy s implementaci, vysokeé naroky na
vykon a naroky smérovacu



QoS

pouziti pro multimedialni pfenosy v

realném Case

kromé spolehlivosti jesté pozadavky na

dalsi parametry (zpozdéni, jitter...)

pokusy o feSeni (aktivni sité)

mozny pristup

— dekompozice

— partikularni feSeni

— suboptimalita (vySSi neZ nezbytné nutna
spotieba zdroju



[Pv6 - motivace

Nedostatek jedineCnych IP adres

— pristroje (vCetné domacich)

— mobilni zafizeni

PriliS velké smérovaci tabulky v paternich
smerovacich

Manualni konfigurace IPv4 (nebo DHCP)

Puvodné sekundarni motivace:
— nedostate¢na variabilita IP

— bezpecnost

— podpora mobility



IPv6 - architektura

 Struktura IPv6 packeti

g 8 B ] bitdi
Verze Trida provozu Inacka toku
Délka dat Dalsi hlaviéka Max. skoki
Adresa odesilatele

Cilova adresa




IPv6 - architektura

e Struktura adres IPv6

The following is an IPv6 address in binary form:

0010000111011 01aa000000011aloallagooaaooaaooaoooaonlollllonllloll
0000001010101010000000001111111111111110001410001001110001011010

The 128-bit address is divided along 16-bit boundaries, as follows:

0010000111a110l0 oaoonoo0llalaoll oaoaooaoaoaoaoan 0010111100111011
ooooo010lolololo oooonooo0llllllll 1111111000101000 1001110001011010

Each 16-bit bloclk is converted to hexadecimal and delimited with colons. The result is:

Z1Da- 0003 0000: ZF3B: 0ZA8: O0FF: FEEG5: 2CL5A

IPvE representation can be further simmplified by removing the leading zeros within each 16-bit black, However,
gach block must have at least a single digit, with [eading zero suppression, the address representation becomes:

Zl1DADE:0:EF3B: ZAA - FF:FEES:3C5A

« vzhledem ke sloZitost1 adres se predpoklada pouziti pres DNS



IPv6 - architektura

* Prefixy

preia VEEHEH

Q000 G000 rezsreovans (napt. 1 e loophack)

Q000 001 rezervovans pro NISAF alokac

QOO0 OF0 rezereovans pro IEA alokac

Qo1 agregovatelné globalni mdradualng adresy - odpowidag soutasnim klasickim [P adresam adentfikug dobying rozhran tak, aby byle celosvetove jednomnatné
T100 1010 10 Jakdn nkove adresy - jeou jednosnaing jen ¥ réne dané Bracke s

1110 1010 171 redeted lokedlrd adresy - jeow jednamafnd jen v rémet damé inshihuee

1111 1111 ckupeiawd adresy

allocation Furm{ell:tpl;refi:-: Fraction :;:I;: address
Reserved Qoo aoon 1/256
Reserved for NSAP allocation o000 ool 17128
Aggregatable global unicast oo 1/5
addresses
Link-local unicast addresses 1111 111010 171024
Site-local unicast addresses 1111 111011 171024
Multicast addresses 1111 1111 1/256

The remainder of the IPv6 address space is unassigned,



IPv6 - architektura

 Struktura unicastovych adres

Public topalogy

Site topalogy

1= bits S bits 24 bits 1% bits £d bits
ool TLA ID R.es= ML~ ID SLA ID Interface ID
ool TLA ID Res MLA I SLAID Irterface ID
42 bits 1& bits &4 bits

Interface idertifier




IPv6 - architektura

Specialni adresy

Special addresses

The following are special IPv6 addresses:

» Unspecified address

The unspecified address {0:0:0:0:0:0:0:0 or ::) is used only to indicate the absence of an address. It is equivalent to the
IPvd4 unspecified address of 0.0.0.0, The unspecified address is typically used as a source address for packets that are
atternpting to verify the uniqueness of a tentative address, The unspecified address is never assigned to an interface or used
as a destination address,

® Loopback address
The loopback address (0:0:0:0:0:0:0:1 or ::1) is used to identify a loopback interface, enabling a node to send packets to
itself. It is equivalent to the IPv4 loopback address of 127.0.0.1. Packets addressed to the loopback address are never sent
on a link or forwarded by an IPv6 router,

Compatibility addresses

Ta aid in the rmigration from IPv4 to IPv6 and facilitate the coexistence of both types of hasts, the following addresses are
defined:

» [Pvd-compatible address

The IPv4-compatible address, 0:0:0: 0000w,y 2 or o, y.2 (where wox. v,z is the dotted decimal representation of a public
IPvd4 address), is used by dual-stack nodes that are communicating with IPv6 over an IPv4 infrastructure. Dual-stack nodes
are nodes with both IPv4 and IPv6 protocals, When the IPvd-compatible address is used as an IPv6 destination, IPv6 traffic is
autornatically encapsulated with an IPv4 header and sent to the destination by using the IPv4 infrastructure,

s IPvd-mapped address
The IPvd4-mapped address, 0:0:0:0:0:FFFF:w.x.v.2 or :FFFF:w.x.v.2, is used to represent an IPv4-only node to an IPv6 node.

It is used only for internal representation. The IPv4-mapped address is never used as a source or destination address for an
IPv& packet, The IPv6 protocol for windows does not support the use of IPv4-mapped addresses,

* Htod address
The &6tod address is used for communicating between two nodes running both IPw4 and IPvE over an IPwd routing
infrastructure. The &tod address is formed by combining the prefix 2002::/16 with the 32 bits of the public IPv4 address of
the node, forming a 48-bit prefix. For example, for the IPvd address of 1531.107.0.1, the 6tod address prefix is
200Z2:836B:1::/48, For more information about 6tod, see IPv6 traffic between nodes in different sites across the Internet
(Gtod)



IPv6 - architektura

 Struktura multicastovych adres

& bits 4 bits 4 bits 112 bits

113131 13311 Flagz Scope Group ID

* Flags
The Flags field indicates flags that are set on the rmulticast address, The size of this field is 4 bits, As of RFC 2373, the anly
flag defined is the Transient (T) flag. The T flag uses the low-arder bit of the Flags field, When set to 0, the T flag indicates
that the multicast address is a permanently-assigned {well-known) multicast address allocated by the Internet Assigned
Murnbers Aothority (IAMNAY, When set to 1, the T flag indicates that the multicast address is a transient (not permanently
assigned) rulticast address,

® Scope
The Scope field indicates the scope of the IPvE internetwark for which the multicast traffic is intended. The size of this field is
4 hits, In addition to information provided by multicast routing protocals, routers use the multicast scope to determine
whether rmulticast traffic can be forwarded.

The following scopes are defined in RFC 2373:

Scope field value Scope
Mode-local
Link-local
Site-local
Crganization-local
Global

m o 0 =

For example, traffic with the multicast address of FFO2::2 has a link-local scope. An IPvE router never forwards this traffic

beyond the local link,

s Group ID
The Group ID field identifies the rulticast aroup and 15 unique within the scope, The size of this field is 112 bits, Permanently
assigned group IDs are independent of the scope. Transient group IDs are only relevant to a specific scope, Multicast
addresses from FFOL1:: through FFOF:: are reserved, well-known addresses,



IPv6 - architektura

» Autokonfigurace unicastovych adres
— stavova (obdobna DHCP)

— bezstavova (neighbor dircovery)

» novinka IPv6 zaloZend na tom, Ze router opakované inzeruje tzv.
ohldseni smérovace

 snaha po Plug-and-Play (nebo Plug-and-Pray??)

 klient se z ohlaSeni dozvi, jaké prefixy pouziva dand sit’ a k ni s1
piipoji svoji 64bitovou Cast vytvorenou ze své ethernetove adresy a
také informace potfebné pro routovani

* tento zplisob viibec nefeSi DNS, coZ je v IPv6 nezbytnost

e Casove omezeni automaticky pridélovanych adres

Walid

Tentative Preferred ‘ Deprecated Imvalid
tirme
Preferred Lifetime |

Yalid Lifetime

[ Mote



IPv6 - bezpeCnost

Implementace bezpecnosti je v IPv6 povinna (1 kdyz
mnoha autory dosud odkladana)

Authenication Header (AH) paketu

— oveéreni totoznosti odesilatele

— moznost ochrany pfed opakovanym vysilanim téhoz (aby vetielec
nemohl jednoduse odeslat jesté jednou sekvenci vasich paketu,
které se mu podarilo zachytit)

Encapsulating Security Payload (ESP) paketu
— Sirsi sluzby nez AH
— umoznuje bud’ fesit Sifrovani paketu nebo ovérovani totoznosti
odesilatele, avSak ne soucasné

Security Policy Database -> Security Association

— zahodit, akceptovat bez provéteni, poslat na provéfeni



IPv6 - mobilita

* Provoz,,domaciho agenta“

ndesilate

domaci sit

domaci adresa

« v pripadé zmény IP pohybujici se stanice posle informace
jak svému domacimu agentovi tak 1 vSem strojim, s nimiz
aktualné komunikuje

* bezpelnostni otazky



[Pv6 - implementace

projekt KAME - NetBSD/FreeBSD/OpenBSD

— ve velmi dobrém stavu véetné podpory mobility a bezepcnosti
implementace pro Windows 2000 a XP od MS
Linux - stabilizovano od fady 2.2.x - overit

Cisco méa podporu IPv6 pouze jako testovaci

6bone



IPv6 - shrunti

128 bitove adresy

— 340282366920938463463374607431768211456
(3*10**38) jedinecnych adres

jednodussi hlavicka se 64bitovym zarovnanim
podpora real-time provozu (flow label)
smerovace nesmi fragmentovat

podpora autokonfigurace

flexibilni mechanismus rozsiritelnosti hlavicek
— bezpecnost
— vyber cest



